Importance of Data Erasure

Teaser:

If you are giving your PC to another person, if you are disposing of an old PC, or if you are responsible for removal of sensitive government or industrial data, then there are steps you must take well beyond deleting the data. The space on the disk where the "deleted" file or data resides must be overwritten numerous times to ensure that data has been purged to the point of being irrecoverable.

SEO:

The importance of getting rid of files and data cannot be overestimated. Computers often contain a person's a business's or a government's intellectual property, along with information that should never fall into the wrong hands. Simply emptying the recycle bin on a computer does nothing to get rid of data beyond making that part of the disk "available" to be overwritten. There is no telling when that overwriting may occur. Therefore, data erasure tools must not only get rid of data that is to be purged, it must also overwrite the part of the disk where that data resides. Several overwrites are necessary to satisfy strict government standards or personal or industrial standards.

Article body:

More computer users are beginning to realize that once they delete a file, it isn't necessarily gone. Simple data recovery tools can get deleted files back fairly easily. What most people don't realize is that deleting the data, then having it overwritten still doesn't necessarily mean the files are gone. With sophisticated techniques, the remains of files that have been written over can theoretically be reconstituted into data.

There are many times over the course of your PC's lifetime that permanent, secure data erasure is necessary. Three of those times are:
1. When transferring a PC from one person to another
2. When disposing of PCs and hard drives
3. When government regulations require removal of data

To completely erase data and "sanitize" the disk requires the same physical spots on the hard disk drive to be written over multiple times with different patterns to completely obliterate the "signatures" of the data that once resided on the disk. In the U.S., the Department of Defense has standards for secure erasure of magnetic media, namely that the data must be overwritten at least three times before a medium is considered sanitized.

Problems in securely removing data from a computer are caused by several factors. The use of a "write cache," and the use of data encoding make it tougher than most people think to remove data from a computer. A cache is a temporary storage area for frequently accessed data so it can be retrieved quickly, more quickly than having to get it off the hard drive. Data encoding is converting data from one form to another. Once you take these factors into account, it becomes clear that actually getting rid of data permanently requires a comprehensive approach.

There are several programs designed to securely erase data from magnetic media like hard drives. Some of them include SDelete, Eraser, NecroFile, ShredFile, FileShredder, and the Unix application Wipe. Eraser overwrites old data several times with special overwrite patterns. The software and its source code are available under the GNU General Public License, which you can modify the code all you want, but you cannot distribute the software under a non-disclosure agreement or contract. Eraser works with Windows 98, ME, NT, 2000, XP, and Vista. It erases folders, files, and items that have previously been deleted, and can be run on a customized schedule.

A program called Ontrack, by Kroll, is an erasure tool that erases all traces of data on a medium. The overwriting procedures used by Ontrack meet the standards of the U.S. Department of Defense and the CESG standards in the UK. It works with Linux and Windows, on servers or individual PCs. Ontrack's reporting features let users know when and how data has been securely overwritten.

Emptying your computer's recycle bin in no way makes your data unrecoverable, because it only makes the space occupied by a file free for updating. It could be years before that spot is overwritten, or it could never be overwritten, meaning that someone with simple data recovery tools could bring that data back with little trouble.



To securely and comprehensively erase data, there are standards for disk sanitization written by government and industry that must be followed to ensure that deleted data really is deleted, and overwritten enough times that even the most robust data recovery efforts cannot reconstitute the deleted data.
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